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IN THE MATTER OF

THE LEVESON INQUIRY

STATEMENT OF MARK ALAN HUGHES

I, M ark A lan H ughes o f 81 Newgate Street, London EC1A 7AJ will say as 

fo llow s;-

1. I am  currently  em ployed by British Te lecom m unica tions pic (“ BT”) as 

the M anaging D irector o f BT  Security. I have held th is  position  fo r 

approxim ate ly five years. In th is  role I have responsib ility  fo r all o f the 

security  in BT.

BT G eneral Security Policy

2. Security w ith in BT is prim arily concerned w ith the protection o f 

custom er, supp lie r and BT inform ation, safeguarding its  people and 

assets, protecting its operations, responding to and investigating 

security  lapses and reducing the cost of security  fa ilu re . The BT 

inform ation security m anagem ent system  fo r the co-ord ina tion  and 

deve lopm ent of BT security policies has been aw arded certifica tion  to  

ISO /IEC27001.

3. BT publishes its Security Polic ies and Practices on the BT Intranet. All 

BT people have a personal responsibility to ensure tha t the security 

arrangem ents for them selves, the people they m anage and the
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prem ises in w hich they work, are all fu lly understood and com plied 

with.

4. A ll BT people are requ ired  to  fam iliarise them selves with, and 

im plem ent, the relevant Security  Policies and Practices tha t apply to  

the ir jo b  and responsibilities. They are in form ed that breach o f a 

Security Policy is a d isc ip lina ry offence, which can result in  d ism issal 

and, in som e cases, lead to crim ina l prosecution.

5. All BT people are required to  com plete a m andatory course “Security in 

BT” upon jo in ing BT. Th is  Com puter based tra in ing includes 

in form ation on internet and email, personal, vehicle, system s, laptop, 

travel and home w orker security. Com pleting it ensures tha t BT people 

have a basic understanding o f the security needs o f the com pany and 

w hat they need to  do to keep  BT, its people and its custom ers safe and 

secure. The course in troduces the risks associated w ith protecting 

build ings and access, protecting inform ation, protecting in form ation 

technology and protecting people and shows people how to  avoid 

those risks by adopting recom m ended security behaviours o r fo llow ing 

approved security processes. Thereafter BT people must com ple te an 

annual security checklist to  ensure continued com pliance w ith the 

policy.

(For copy extracts from  Security  Policy, deta ils o f m andatory tra in ing 

and social engineering see Append ix 1).

Social Engineering

6. BT has come across socia l engineering. In general term s, w e regard 

th is as crim inal activity, in tended to  procure personal in form ation, 

usually by m anipulating o the r people into disclosing that in form ation 

unlawfully. BT is m ost com m only targeted by two broad fo rm s of socia l 

engineering: a) fraudu len t ca lls to BT C ustom er C ontact Centres 

purporting to be from  an account holder and attem pting to obtain
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confiden tia l account in form ation (in particular relating to  bank 

accounts); and b) fraudu len t calls to other BT em ployees where the 

ca lle r purports to be a BT em ployee and attem pts to illic it confidentia l 

in fo rm ation  regarding the Company, its practices or o ther em ployees.

7. All the  reported security incidents concerning social engineering are 

referred to BT’s Crim e and Investigation Services team  fo r form al 

investigation. Each case is allocated a  unique case reference num ber 

and assigned to an appropriate ly qualified Investigation Specialist. BT 

opera tes, and has fo r m any years, an inform ation retention policy. 

BT’s inform ation retention policy is attached at Appendix 2. Th is policy 

sta tes tha t Security Investigation cases should be kept fo r 6 years or 

until the end of the custodial sentence (if appropriate). Consequently 

we are not able to go back to  2001 as requested in the le tter to  me 

dated 13 O ctober from  the Assistant Solic itor to  the Inquiry. 

Accordingly, in form ation regarding cases older than th is  period is not 

available. The topic o f in form ation retention is dealt w ith in m ore detail 

be low  a t paragraphs 11 to 12.

8. In response to the le tter to  me dated 13 O ctober from  Khaleel Desai, 

Assistant Solicitor to the Leveson Inquiry, I coordinated a review  o f our 

security  case records concerning social engineering over the past 6 

years. The review concluded that there has been one reported 

potentia l social engineering incident tha t we were able to identify as 

obviously media-related. Th is potential incident cam e to light in A ugust 

2006,

9. The review I refer to  in paragraph 8 above also concluded tha t there 

have been 19 cases involving social engineering in the last 6 years tha t 

were sufficiently serious to have been dea lt w ith by BT Security
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investigations and the d iscip line duty o f BT. Details o f these cases are 

se t out in Appendix 3.

10. For a num ber o f years BT notified social engineering incidents to the 

Inform ation C om m issioner’s O ffice (ICO) in accordance w ith a 

M em orandum  of U nderstanding (MoU). T ha t MoU expired in M ay th is  

year and we are now seeking to  renegotiate it in the light of new da ta  

protection reporting requirem ents. The results o f the ICO ’s own 

investigations into the cases w e refer to them  are in due course 

reported to  BT, but they do not notify us o f the context of the cases.

The cases which BT Security  has notified to  the ICO during the last 6 

years are included in the tab le  a t Append ix 3. They are clearly 

Identified by the explanation in the “Notes” colum n. There are o ther 

d isc ip linary cases involving BT staff, fo r exam ple a custom er 

com pla in ing regarding the attitude of an em ployee listed against 

unauthorised access o f CSS data these have not been included in th is  

list.

Inform ation Retention

11. As previously m entioned in paragraph 7, BT has in place a c lear policy 

on Inform ation Retention (“the Policy’”) a copy o f which is conta ined at 

Appendix 2. It sets ou t the requirem ents for inform ation retention and 

the disposal o f inform ation. It is m andatory fo r all BT Business Units to 

com ply with the Policy.

12. The Policy is owned by the BT Group G overnance and C om pliance 

Departm ent and covers all inform ation o f any kind (text, data, vo ice  o r 

visual image). It states tha t inform ation should be retained fo r no longer 

than the recommended m axim um  of tw o years unless a different 

retention period is specified  in the Schedule to the policy. The 

Schedule to the policy can be found at Append ix 2, the applicable data 

retention period is at page 42. It contains a list of docum ents and

MOD100023716



For Distribution to CPs

in form ation items tha t m ust be retained fo r specified periods o f tim e fo r 

legal, statutory, fiscal, h istorica l o r operational reasons.

Data Protection

13. BT takes its data protection responsibilities very  seriously. As m any BT 

people m ay have access to and process the records o f custom ers, 

supp liers or colleagues, it is im perative that they understand and 

com ply w ith data protection and related legislation re levant to  the ir 

business activities. Accordingly, in addition to the G eneral Security 

tra in ing, we deliver m andatory training fo r all BT staff, both in the UK 

and abroad.

14. In particular, all UK-based BT m anagers must com ple te a course 

entitled “ Data Protection: Handling w ith Care” every tw o  years to  

ensure awareness o f the sub ject is m aintained. The basic aim  o f th is 

course is to explain how to handle personal data appropria te ly and how 

to keep it secure. All team  m em bers (ie non m anagerial grades), BT 

contractors and agency personnel m ust com plete the “Basic 

Regulatory C om pliance fo r team  m em bers” intranet tra in ing w hich also 

Includes a section on Data Protection. Th is must be repeated every 

three years.

15. Newcom ers to BT (new  recruits) are required to com ple te the 

m andatory training appropriate for their role w ithin 30 days of starting 

with BT. Employees and agents who w ill be custom er facing , including 

those recruited as Call C entre Agents (ie those people w ho are most 

likely to be targeted fo r the purposes of illegally obta in ing personal 

data), should com plete th is  m andatory training as part of the ir new 

entrant training prior to  contact with custom ers/custom er data. The 

training is com puter based and consists of learning m odules fo llowed 

by a proof of learning quiz. It is provided through a com puter system  

which emaiis individuais to rem ind them when their tra in ing  is due. In 

addition BT has a Reguiatory Com pliance team which chases people
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up to ensure that they com ple te the training w ith in the  tim escales. W e 

typ ica lly  have a  95%  com pletion ta rget by the end o f March each year, 

and records suggest tha t th is  is constantly surpassed.

16. These fo rm a l tra in ing courses, w h ich  are designed to provide an 

overv iew  o f da ta  protection and related law, are supplem ented by a 

w ide range of add itiona l m aterial, som e o f w hich is ta ilored fo r 

particu lar aud iences and som e of w h ich  relates to particu larly im portan t 

or top ica l item s. In January last year BT launched a  Data Protection 

aw areness cam paign called “Th ink Privacy!” Th is  cam paign conta ined 

clear and stra ightfo rw ard m essaging on a range o f issues, toge the r 

w ith m essages from  senior m anagers. The cam paign was 

subsequently  refreshed in N ovem ber last year and w ill be again from  

tim e to  tim e going forward. The associated Th ink  Privacy! w ebsite  has 

been reta ined and is regularly updated.

17. The m ajority of bespoke tra in ing/awareness m aterial has been 

prepared for BT’s Retail D ivision, w hich provides products and serv ices  

to our m ass-m arket consum er base in the UK. W e believe th a t it is 

particularly im portant to ensure that all em ployees w ith in BT R e ta il’s 

C onsum er Business Unit and especia lly those w ho are in freq uen t 

contact w ith custom ers and who have access to and process custom er 

data, are fu lly  aware o f the ir data protection responsibilities and o f the 

dangers posed by socia l engineering. Exam ples of role specific tra in ing 

m aterial provided to BT’s retail staff can  be found a t Appendix 4.

18. BT’s Data Protection Task Force (DPTF) re inforces the C om pany’s 

rigorous approach to data privacy and control. A description o f the 

DPTF’s responsibilities is a t Append ix 5. BT’s Personal Data B reach 

Process is a t Appendix 6).

19. BT’s  internal security procedures and polic ies g ive specific advice 

regarding social engineering (see Append ix 7). Additionally, staff 

working for BT’s main custom er facing business units (BT R eta il and

MOD100023718



For Distribution to CPs

BT W ho lesa le ) are also provided w ith further separate advice regarding 

socia l eng ineering. C opies o f these policies are conta ined at 

Append ices 8 and 9 respectively.

20. Further, ad hoc brie fings are provided to em ployees covering o ther 

aspects of account security, in particu lar to rem ind them  that deta ils  of 

any ca lle r w ho does not appear to be genuine should be flagged to  the 

line m anager and BT Security. A  form al m atrix stating the Data 

Protection tra in ing requirem ents across the business is at Append ix 10.

21. Further, BT’s  m andatory regulatory com pliance tra in ing fo r contractors 

requires tha t those contractors w ith  access to personal data m ust 

com plete Data Protection and Privacy training.

System s Access Security

22. BT has m any business system s tha t contain in form ation critical to its 

operations. BT has a general policy on System s Access Security.

2 3 . The Policy requires tha t system s should be designed to ensure in 

particular that; access to  services is via a secure logon process; 

access Is lim ited to the m inim um  num ber o f users and enforces the 

'deny all' principle unless access Is specifically a llowed.

24 . This m eans that access to these system s must only be given to those 

who need it to  do the ir job. The policy provides tha t ind iv iduals granted 

access to an app lication/com puter system  m ust be briefed by the ir 

m anager on their security responsibilities w ith in 7 days o f the access 

being granted. They m ust indicate by signature or email, the ir 

agreem ent to  be bound by the ir access rights and responsibilities 

before they are allowed to  access the system.

25. BT regularly sends out com m unications/brie fings to  rem ind BT people 

of their security and data protection obligations. These  are delivered 

either by email, by posting on the intranet or are published in
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new sle tters o r in ternal publications such  as BT Today (a m agazine 

sen t to  all BT people) o r PeopleNews.

2 6 .B T ’s custom ers are its b iggest asse t and BT is com m itted to p ro tecting  

the ir data. M any o f the people BT em ploys require access to cus tom er 

da ta  in o rde r to carry out the ir roles. BT is of course reliant on  its 

peop le  to com ply w ith its Polic ies and Practices and has to  p lace a 

certa in  degree o f trust in them . S ince 2004 BT includes crim ina l 

record checks in its pre-em ploym ent checks fo r all new recruits. BT 

im poses contro ls  on who has access to  the data, and provides those  

w ho do have access w ith specific  instruction and training on the  use o f 

the  data. Th is is re inforced by rem inders, briefings and re fresher 

tra in ing. P lease see Append ix 11 fo r an exam ple of a rem inder used 

w hen accessing various system s and  the additional warn ings posted 

on ou r website. BT takes its responsib ility  to protect custom er data very  

seriously and will not to lerate  m isuse o f its system s or inappropria te  or 

unauthorised access. For th is reason BT ensures that user access can 

be tracked so that any m isuse m ay be detected and offenders can  be 

dea lt w ith appropriately. BT constantly  reviews and strives to  im prove 

its practices.

Signed

Dated
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