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PCC Paper No. 3545

DRAFT GUIDANCE NOTE ON DATA PROTECTION

Please find attached a draft guidance note which we have put together in conjunction with the 
Information Commissioner’s ofRce, and following consultation within the industry. It follows an approach 
from the Commissioner, who expressed concern that the ignorance of some journalists about their 
obligations under the Act was leading to potential breaches of the law.

o
As there is a reference to the Code of Practice in the Act, it is appropriate for us to assist the 
Commissioner in promoting understanding of the Act. He has approved the accuracy of the terms of this 
note.

26.01.05
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m agazines from com pliance in  relation to som e aspects o f  the processing o f  personal data when 
it is imdertaken with a view  to publication where this would prejudice journalism.

There are also other safeguards for the media that allow  the courts to stay legal action and 
protect against arbitrary use o f  investigation and enforcement powers.

Part o f  the journalistic exemption relates to the public interest, 
interest?

What counts as the public

r )

%

The Act does not define what the public interest means in any context.

However, in the case o f  the journalistic exem ption under section 32, it does say that in 
considering whether a data controller’s b elief was reasonable that publication was or would be 
in the public interest, regard m ay be had by the court to his com pliance with any relevant Code 
o f  Practice, designated by order o f  the Secretary o f  State. The broadcasters’ codes and the PCC 
Code have been designated. In the case o f  newspaper and m agazine journalism , this therefore 
clearly means the PCC Code o f  Practice.

The Code o f  Practice m akes clear that the public interest may be invoked to justify breaching 9 
o f  the 16 clauses o f  the Code, principally relating to an individual’s privacy. It says that the 
public interest includes detecting or exposing crime or serious misdemeanour, protecting public 
health and safety, and preventing the public from being m isled by som e statement or action o f 
an individual or organisation. It also states that there is a public interest in freedom o f 
expression itself, and that the Com m ission w ill have regard to the extent to which nlaterial has, 
or is about to, becom e available to the public.

The Com m ission has made clear on a number o f  occasions -  not least through its case law that 
has been built up since 1991 -  that the exam ples o f  the public interest contained within the Code 
do not constitute an exhaustive list. The Com m ission’s adjudications, which can be found at 
Avww.pcc.org.uk, am plify the Code and should be read in conjunction with it.

Are there any other rules on obtaining personal information?

The DPA also regulates the laAvful disclosure o f  information. This note does not deal with how 
that might be relevant to disclosure to the media, or how  journalists might use DPA information 
rights, or the DPA’s inter-relation with the Freedom o f  Information A ct 2000, for which the 
Information Com m issioner also has responsibility.

However, it is important for journalists to understand that in addition to the A ct’s requirements 
about the way that personal data can be used, the rights o f  data subjects and the exemptions to 
them, it contains som e other controls and prohibitions on the way that information can be 
obtained and disclosed.

There is a specific criminal offence o f  unlawful obtaining o f  personal data. A person must not 
knowingly or recklessly, without the consent o f  the data controller, obtain or disclose personal 
data or the information that it contains, or procm e the disclosure to another person o f  the 
information contained in personal data.
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c/ear that the suggestion was inaccurate, rather than simply to 
state that the complainant had denied the claim. The Commission 
noted that the proposed clarification did indeed state that no 
pictures o f  the alleged encounters existed. This was a sufficient 
response to this part o f  the complaint. The Commission therefore 
considered that the offer as a whole was a proportionate remedy 
to the complaint under Clause 1. A s the newspaper had given this 
opportunity to reply, there was no breach o f  Clause 2.

However, the Commission regretted that a resolution had not 
been possible, given how close the parties were to an agreed 
wording. It hoped that the complainant would now take up the 
newspaper’s offer.

Relevant rulinss

Ferdinand  v Daily Star, report 67
E M I Records v News o f  the World report 65
Charles Clarke M P  v The Times, report 58

(iii) C om plaints not adjudicated and fon n a l approval o f  PCC Papers: 
3309 , 3310, 3314, 3319 , 3320, 3 321 , 3322, 3323, 3324, 3325, 
3 326 , 3327, 3328 , 3329 , 3330, 3 331 , 3332, 3333, 3334, 3335, 
3336 , 3337 , 3338 , 3339 , 3340, 3 341 , a ll o f  w hich have been  
circulated during the preceding m onth.

(iv ) Charter C om m issioner: F onnal approval o f  PCC Papers:
3317  and 3318 all o f  w hich  have been circulated.

m

xA )

(v) C om plaint N o. 03 -3029  M iller against the M ail on Sunday -  
PC C Paper N o. 3356

The C om m ission approved the term s o f  a draft letter to be sent 
to the Inform ation C om m issioner.

D ata Protection G uidance N ote

The C om m ission ratified  PCC Paper N o . 3545.

The C om m ission w elcom ed  Sir Brian Cubbon to the m eeting.
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D A T A  P R O T E C T I O N  A C T , J O U R N A L I S M  A N D  T H E  P C C  C O D E

T h is  short n o te  h as b een  put togeth er  to  draw th e  attention  o f  jo u rn a lis ts  and ®<Jitors to  A o s e  
p r o v is io n s  o f  th e D ata  P rotection  A c t  1998 (D P A ) that m ay im p act o n  th em  as th ey  carry ou  
their p r o fess io n a l d u ties . T h e D P A  carries w ith in  it a jo u rn a listic  ex em p tio n  and im ^ ic it  
r e f e r e L e  to  m ed ia  c o d e s  in c lu d in g  the PCC C od e o f  Practice. A s  su ch , th e C orn m ission  is from  
t im e  to  t im e  ask ed  q u e stio n s  about h ow  it is ap p lied . T h erefore, in  order to a ss is t  u n d e r ^ d i n g  
th e  C o m m iss io n  has d raw n  togeth er  so m e  o f  the q u estio n s  it is  m o s t  freq u en tly  ask ed , i ^ i s  note  
is  b y  w a y  o f  straightforw ard general gu id an ce o n ly  and sh ou ld  n ot b e  re lied  on  a s  le g a  ad v i^ .
I f  y o u  are co n cern ed  ab ou t h o w  the A ct w ill im p act on  a  sp e c if ic  c a se  y o u  sh ou ld  se e k  a d v ice

from  a  sp e c ia lis t  law yer.

W hat is the DPA design ed  to do?

T h e  D P A  req u ires th o se  w h o  u se  in form ation  ab ou t in d iv id u a ls  fo r  a  b u s in e ss  p u rp ose  to
•  o b se r v e  ru les o f  g o o d  practice  w h e n  h an d lin g  in form ation  to  en su re  that su ch  in form ation  is

. u se d  ap p rop riately , and is accurate, relevant, and up to  date. It a lso  ^ a n t s  to  the
(  ) in d iv id u a l ‘data su b je c t’ to  ask  for in form ation  from  th e  ‘data  con tro ller  ab ou t su ch  personal

d a ta ’ w h e r e  it c a m e  from  (su b jec t to  so m e  p rotection  o f  in d iv id u a l sou rces), to  w h o m  it has 
b e e n ’p a ssed  and, in so m e  c a se s , to require that th ere b e  n o  further p r o c e ss in g  o f  relevan t data.

T h ere  are v a r io u s  ex e m p tio n s .

What do ‘d a ta p ro c e ss in g ’, ‘person al d a ta 'a n d ‘data  controller mean?

V e r y  broadly , ‘p erson a l d a ta ’ is in form ation  relatin g  to  an id en tifia b le , liv in g  h u m an  b ein g  (the  
‘d ata  su b jec t’) w h ic h  is h eld  e le c tr o n ic a lly  and cap ab le  o f  b e in g  p ro cessed  b y  com p u ter, or h eld  

in  eq u iv a len t n o n -co m p u ter ised  f il in g  sy stem s.

P r o c e ss in g  p erson a l data  in c lu d es  ob ta in in g , record in g , h o ld in g  d ie  in form ation  or data, or 
carry in g  o u t op era tio n s on  it su ch  as co n su ltin g , adapting, o rg a n iz in g , retr iev in g , d isc lo s in g ,  

er a s in g  and d estro y in g  it.

‘D a ta  c o n tro ller ’ is  a p erson  w h o  ‘d eterm in es th e  p u rp oses for w h ic h , and th e  m anner in w h ich , 

m  an y  p erson a l data are to  b e  p r o c e sse d ’.

V F u ll d e fin it io n s  are co n ta in ed  in th e D P A  w h ic h  can  b e  fou n d  at
httpV/w w w .h m so .g o v .u k /a c ts /a c ts  1 9 9 8 /1 9 9 8 0 0 2 9 .h tm . R e le v a n t c a se  law  is  d e v e lo p in g  o n  their  

le g a l m e a n in g  as th e  C ou rt o f  A p p ea l and oth er cou rts co n sid er  c a se s  b rought under th e  A ct.

I s n ’t  there a  jou rn a listic  exemption?

T h e g o v ern m en t r e c o g n ise d  that th e im p o sitio n  o f  th ese  ru les w ith o u t e x e m p tio n s  for  
jo u rn a lis tic , literary and artistic p u rp oses ( ‘th e sp e c ia l p u r p o se s’)  w o u ld  be d a m a g in g  to  freed om  
o f  ex p r e ss io n . It a c k n o w le d g e d  that jou rn a lists  and th e  m ed ia  m u st be a llo w e d  to  p ro cess  data  
ab ou t in d iv id u a ls  w ith o u t h a v in g  their a c tiv itie s , in c lu d in g  n e w sg a th er in g , in v estig a tio n s  and  
p u b lica tio n , sco tc h e d  by th e A c t ’s requirem ents. T h e  D P A  th erefo re  con ta in s an  ex em p tio n  for  
p erso n a l data that is p r o cessed  for th e sp e c ia l p u rp oses. T h is  ex e m p ts  n ew sp ap ers and
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m a g a z in e s  from  c o m p lia n c e  in relation to so m e  a sp ec ts  o f  the p ro cessin g  o f  p erson a l data w h en  
it is undertaken  w ith  a v ie w  to  publication  w h ere  th is w o u ld  prejud ice jou rn a lism .

T h ere  are a lso  oth er sa feg u a rd s for the m ed ia  that a llo w  the courts to  
protect a g a in st arbitrary u se  o f  in vestigation  and en fo rcem en t p o w ers. T h e  Data^ 
R e c e s s i n g  o f  S e n s it iv e  P erson a l D ata) O rder 2 0 0 0  a lso  added a  s [ « c .a l  p u rp oses ground m  
L s i s t  p u b lic  in terest d isc lo su r e  to the m ed ia , ab ou t a range o f  in d iv id u a l m isco n d u ct, in 

co m p lia n c e  w ith  th e  data p rotection  prin cip les.

P a rt o f  the jou rn a listic  exemption relates to the public interest, 
interest?

What counts as the public

T h e A c t  d o e s  n o t d e f in e  w h a t th e  public  in terest m ean s in any con tex t.

H o w e v e r , in  th e  c a se  o f  th e  jo u rn a listic  e x e m p tio n  under sec tio n  3 2 , it  d o e s  sa y  that in  
co n s id e r in g  w h eth er  a d ata  co n tro ller ’s b e l ie f  w a s  reason ab le  that p u b lica tion  w a s  or w o u ld  be  

^  in  th e  p u b lic  in terest, regard m a y  be had b y  th e  cou rt to  h is  co m p lia n c e  w ith  any  r e le v m t C od e
f t  o f  P ractice, d e s ig n a te d  b y  order o f  th e  S ecretary  o f  S tate. T h e  b roadcasters c o d e s  frie PCC
I ) C o d e  h a v e  b een  d e s ig n a te d . In th e  ca se  o f  n ew sp a p er  and m a g a z in e  jo u rn a lism , th is  theretore

c lea r ly  m ea n s th e  P C C  C o d e  o f  Practice.

T h e  C o d e  o f  P ractice  m a k es  c lear  that the p u b lic  in terest m ay  b e  in v o k ed  to  ju s t ify  b reach m g 1̂ 0 
o f  th e  17  c la u s e s  o f  th e  C o d e , p rin cip a lly  re la tin g  to  an in d iv id u a l’s p r ivacy . It sa y s  that to e  
p u b lic  in terest in c lu d e s  d e te c tin g  or e x p o s in g  cr im e  or seriou s m isd em ean ou r , p ro tectin g  pub ic  
h ea lth  and sa fe ty , and  p rev en tin g  th e  p u b lic  from  b e in g  m is le d  b y  so m e  sta tem en t ^  action  o t  
an in d iv id u a l or  o rg a n isa tio n . It a lso  sta tes that there is a p u b lic  in terest in  freed om  o  
e x p r e ss io n  itse lf , and th at th e C o m m iss io n  w ill  h ave  regard to  th e  ex ten t to  w h ic h  m a ten a l has, 

or is  ab ou t to , b e c o m e  a v a ila b le  to  the p u b lic .

T h e  C o m m iss io n  h as m a d e  c lea r  on  a num ber o f  o c c a s io n s  -  n o t lea st through  its  c a se  la w  that 
h as b e e n  b u ilt  up s in c e  1991 -  that th e ex a m p le s  o f  the p u b lic  in terest co n ta m ed  w ith in  to e  C ode  
d o  n o t co n stitu te  an e x h a u st iv e  list. T h e C o m m iss io n ’s ad ju d ication s, w h ic h  ca n  b e  fou n d  at 
w w w .p c c .o r g .u k , a m p lify  th e C o d e  and sh o u ld  be read in con ju n ction  w ith  it.

^  A re there any other rules on obtaining person a l information?

j  T h e  D P A  a lso  reg u la tes  th e  law fu l d isc lo su r e  o f  in form ation . T h is  n o te  d o e s  n ot d ea l w ith  h o w
th at m ig h t b e  re lev a n t to  d isc lo su r e  to  th e m ed ia , or h o w  jo u rn a lists  m ig h t u se  D P A  inform ation  
rights, or to e  D P A ’s in ter-re la tion  w ith  th e  F reed om  o f  In form ation  A c t  2 0 0 0 , for w h ich  toe  

In form ation  C o m m iss io n e r  a lso  has resp o n sib ility .

H o w e v e r  it is im p ortan t for  jo u r n a lis ts  to  understand that in ad d ition  to  to e  A c t ’s requirem ents 
ab ou t th e  w a y  th at p erso n a l data ca n  be u sed , th e  rights o f  data su b jects  and th e  ex em p tio n s  to  
th em , it c o n ta in s  so m e  oth er co n tro ls  and p roh ib ition s on  th e  w a y  that in form ation  can  be

o b ta in ed  and d isc lo se d .

T h ere  is a s p e c if ic  cr im in a l o f fe n c e  o f  u n la w fu l o b ta in in g  o f  p erson a l data. A  p erson  m u st not 
k n o w in g ly  or r e c k le s s ly , w ith o u t  th e  c o n se n t  o f  th e  data con tro ller , ob tam  or d is c lo s e  personal
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data or the inform ation that it contains, or procure the disclosure to another person o f  the 

inform ation contained in personal data.

B o th  in d iv id u a ls  and c o m p a n ie s  can  be p rosecu ted  at th e  in stigation  o f  A e  
C o m m iss io n e r  or  th e  D irector  o f  P ublic  P ro secu tio n s. It is  a lso  an o f fe n c e  to  se ll or  o ffe r  to se  

in form ation  that has b een  obtained  w ith ou t co n sen t.

H ow ever there are a number o f  exem ptions -  w hich are generally applicable and not just for 
journalists -  from liability for the offen ces. A m on g other things, it m ay b e a defen ce  to argu 
that the obtaining, d isc lo sin g  or procuring o f  the data or information:

•  was necessary for the purpose o f  preventing or detecting crime;

.  w as ju stified  as being in the public interest (see  note on the public
court w ould  have to decide whether, in the circum stances, obtain ing the  information  
w ithout the agreem ent o f  the organisation or individual concerned (the ^ t a  controller) 
w as o f  su ffic ien t im portance to override the protection afforded by the A ct.

M oreover:

•  in rare cases, there m ay be an exem ption w here the personal data in question  fall w ithin
the Act’s national security exemption; ,

•  and a lso  w here the data fall w ithin the ‘manual data held  b y  public authorities 
exem ption  w hich  is due to com e into force on 30 N ovem ber 2005.

H o w e v e r  it w o u ld  b e  a d v isa b le  to  se e k  lega l a d v ic e  b e fo r e  a ssu m in g  w h eth er  a n y  o f  th ese  
d e fe n c e s  ’w il l  a p p ly . T h ere are other e x e m p h o n s  that m ay  n o t b e  as lik e ly  to  ap p ly  to  jou rn a lists . 

M o re  in form ation  can  be fou n d  on th e  w e b s ite  b e lo w .

H ow can I  f in d  out m ore about the D a ta  Protection Act?

A  c o p y  o f  th e  A c t  can  b e  found  at h ttp ://w -w w .h m so .g o v .u k /a c ts /a c ts l9 9 8 A 9 9 8 0 0 2 9 .h to ^  For  

m o re^ M o rm a tio n  a b o u t h o w  th e A c t  has been  im p lem en ted , y o u  can  v is it  the  ^
In form ation  C o m m iss io n e r  at w \v w .in fo r m a tio n c o m m iss io n e r .g o v .u k  or te le p h o n e  th e  o ff i  
th e  C o m m iss io n e r  o n  0 1 6 2 5  545 700. T h e  w e b s ite  a lso  g iv e s  in fo rm a tio n  ab ou t th e  F reed om  o f  

In form ation  A c t  2 0 0 0  and its im p lem en ta tion .
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