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T h a n k  y o u  fo r  y o u r  le tte r  o f  1 0 *  F eb ru ary .

H o p e fu lly  y o u  h a v e  b e e n  r e a ssu r e d  b y  th e  w r itte n  a n s w e r s  fr o m  th e  M in is te r  o f  S ta te  to  
y o u r  w r itte n  q u e s t io n s  c o n c e r n in g  th e  P C C .

It i s  d isa p p o in t in g  th a t y o u r  le tter  fa ils  to  a c k n o w le d g e  t h e  w o r k  u n d e r ta k e n  b y  th e  P C C  
w ith  reg a rd  to  p h o n e  h a c k in g . In  2 0 0 7 ,  th e  P C C  p r o a c t iv e ly  r e s p o n d e d  to  th e  
c o n v ic t io n s  o f  G o o d m a n  a n d  M u lc a ir e  b y  lo o k in g  to  e s ta b lis h  w h a t  l e s s o n s  c o u ld  b e  
le a r n e d  fr o m  th e  im a c c e p ta b le  e p is o d e , a n d  w h a t  m e a s u r e s  c o u ld  b e  in tr o d u ced , 
in d u s tr y -w id e , to  h e lp  e l im in a te  th e  p r a c t ic e  a s  far  a s  p o s s ib le .  In  d o in g  so , w e  
d e p r e c a te d  th e  d e p lo r a b le  a c t io n s  o f  th o s e  in v o lv e d , a n d  c r it ic is e d  t h e  N e w s  o f  th e  
W o r ld  fo r  its  la c k  o f  in te r n a l c o n tr o ls .  In  2 0 0 7 ,  th e  C o m m is s io n  r e s p o n d e d  to  th e  
e x is te n c e  o f  a  p r o b le m , a n d  so u g h t  to  r a is e  stan d ard s; i n  2 0 1 1 ,  w e  r e m a in  c o m m itte d  to  
a c h ie v in g  th is  a im  w ith in  o u r  p r o p er  r e m it.

T h e  P C C  h a s  r e m a in e d  c o n c e r n e d  a b o u t th e  i s s u e  o f  p h o n e  h a c k in g , w h ic h  r a ise s  
se r io u s  q u e s t io n s  a b o u t jo u r n a lis t ic  e th ic s  a n d  p a s t  c o n d u c t  b y  jo u r n a lis t s  an d  w e  are  
r e so lu te  in  o u r  d e te r m in a t io n  to  e n su r e  fu tu r e  g o o d  p r a c t ic e  in  th e  in d u str y . A s  y o u  
m e n tio n , th e  C o m m is s io n  h a s  s e t  u p  a  w o r k in g  g r o u p , w i t h  a  lay  m a jo r ity  o f  e x p e r ts , to  
c o n s id e r  n e w  in fo r m a t io n  w h ic h  h a s  b e c o m e  a v a ila b le , a n d  to  m a k e  
r e c o m m e n d a t io n s . T h e  r e p o r t w i l l  b e  p u b lis h e d  b y  th e  P C C .

T h e  p u r p o se  o f  th is  w i l l  b e  to  d r a w  to g e th e r  le s s o n s  le a r n e d  a s  a resir lt o f  th e  o u tc o m e s  
o f  th e  r e le v a n t  p o l i c e  in q u ir ie s  a n d  o n g o in g  le g a l  a c t io n s .  It w i l l  a ls o  c o n s id e r  th e  
o u tc o m e  o f  th e  cu rren t in te r n a l in q u ir y  o f  th e  N e w s  o f  t h e  W o r ld . T h e  C o m m itte e  w i l l  
r e v ie w  th e  P C C 's  o w n  p r e v io u s  a c t io n s  in  reg a rd  to  t h i s  m atter . T h e  P h o n e  H a c k in g  
R e v ie w  C o m m it te e  w i l l  c o m p r is e  th e  t w o  m o s t  r e c e n t  la y  C o m m is s io n e r s  (w h o  j o in e d  
a fter  D e c e m b e r  2 0 0 9 ) ,  b o th  o f  w h o m  are e x p e r ts  in  r e le v a n t  le g a l f ie ld s :  Ia n  W a ld e n , 
P r o fe sso r  o f  I n fo r m a tio n  a n d  C o m m u n ic a t io n s  L a w , Q u e e n  M a ry  U n iv e r s i t y  o f  L o n d o n  
an d  J u lie  S p e n c e , fo r m e r  C h ie f  C o n s ta b le , C a m b r id g e s h ir e  P o lic e . T h e r e  w i l l  b e  o n e  
ed ito r ia l C o m m is s io n e r :  J o h n  M c L e lla n , th e  e d ito r  o f  th e  S c o tsm a n .
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A s  I a m  su re  y o u  are  a w a r e , p h o n e  h a c k in g  is  a  c r im in a l o f f e n c e ,  a n d  th e  C o m m is s io n  
h a s b e e n  c o n s is te n t  in  its  c o n d e m n a t io n  o f  it. It h a s  a ls o  b e e n  c o n s is t e n t ly  c le a r  th a t it  is  
n o t  th e  r o le  o f  th e  P C C  (o r  w ith in  it s  p o w e r s )  to  d u p lic a te  th e  in v e s t ig a t io n s  o f  th e  
p o l ic e ,  o r  to  e s ta b lis h  c r im in a lity . H o w e v e r ,  it s  r o le  is  to  w o r k  to  r a is e  stan d ard s in  th e  
in d u stry , an d  w e  are c o m m it te d  to  ta k e  th is  o p p o r tu n ity  (a t th e  c o n c lu s io n  o f  th e  
r e le v a n t  p r o c e s s e s )  to  d o  s o  in  th is  area.

Y o u  a ls o  m e n t io n  a  r e p o r t b y  th e  In fo r m a tio n  C o m m is s io n e r  a n d  c la im  th a t th is  
“ s h o w e d  b e y o n d  a n y  d o u b t th e  e x te n t  o f  p h o n e  h a c k in g ” . I f  y o u  h a v e  rea d  th e  rep ort, 
y o u  w i l l  b e  a w a re  th a t th e  R e p o r t  “W h a t P r ic e  P r iv a c y ”  w a s  p u b lis h e d  a fter  an  
in v e s t ig a t io n  in to  h is to r ic  (tu rn  o f  th e  c e n tu r y )  u s e  o f  p r iv a te  in fo r m a tio n  v ia  a  p r iv a te  
d e te c t iv e  a g e n c y , a n d  i s  a  se p a r a te  is s u e  to  p h o n e  h a c k in g . It d o e s  n o t  a d d r e ss  th e  is s u e  
o f  p h o n e  h a c k in g  in  a n y  w a y , sh a p e  or  fo r m . I  a tta c h  a  r e c e n t  a r tic le  b y  th e  O b se r v e r ’s 
R e a d e r s  E d ito r  — w h o  h a s  b e e n  g iv e n  a c c e s s  to  th e  I C O ’s f i le s  — w h o  e x p la in s  h is  o w n  
n e w s p a p e r ’s  u s e  o f  th e  d e te c t iv e  a g e n c y  in  q u e s t io n .

In  a n y  c a se , th e  P C C  r e s p o n d e d  to  th a t r e p o r t b y  w o r k in g  w ith  th e  In fo r m a tio n  
C o m m is s io n e r  to  is s u e  g u id a n c e  ( s e e  a tta c h e d ) a n d  tra in  jo u r n a lis t s  a b o u t th e  u s e  o f  
p e r so n a l in fo r m a tio n . W e  are s e t  to  h a v e  a  j o in t  tr a in in g  s e s s io n  w ith  th e  IC O  th is  
sp r in g . T h e  P C C  w a s  p le a s e d  to  n o te  th a t th e  In fo r m a tio n  C o m m iss io n e r 's  O ff ic e  
r e c e n t ly  sa id  th a t th e r e  h a d  b e e n  a n  im p r o v e m e n t  in  jo u r n a lis ts '  c o m p lia n c e  w ith  th e  
D a ta  P r o te c t io n  A c t .  T h a t w a s  a n  e x a m p le  o f  th e  P C C  p r o a c t iv e ly  w o r k in g  to  r a ise  
stan d ard s.

A l l  n e w sp a p e r s  su b sc r ib in g  to  th e  s e lf -r e g u la to r y  s y s te m  a g r e e  to  a b id e  b y  th e  E d ito r s ’ 
C o d e  o f  P r a c tic e . T h is  C o d e  is  in d e p e n d e n t ly  e n fo r c e d  b y  th e  P C C . C la u se  10  o f  th e  
C o d e  c o n c e r n s  “c la n d e s t in e  d e v ic e s  a n d  su b te r fu g e ” . I f  y o u  d o  h a v e  a n y  c o n c e r n s  a b o u t  
s u c h  a c t iv ity , y o u  c a n  o f  c o u r s e  c o m p la in  to  th e  P C C . A s  I a m  su re  y o u  are a w a re , th e  
L ib e r a l D e m o c r a ts  h a v e  d o n e  r e c e n t ly  c o n c e r n in g  a r t ic le s  in  th e  D a i ly  T e le g r a p h .

I sh o ir ld  p o in t  o u t  th a t n a t io n a lly  r e p r e se n ta t iv e  p o l l in g  s h o w s  th a t a  la r g e  m a jo r ity  o f  
th e  B r it is h  p u b lic  b e l ie v e  th e  P C C  to  b e  e f f e c t iv e .  I h o p e  y o u  w i l l  a g r e e  th a t th e  p u b lic  
s e r v ic e  w e  p e r fo r m  is  e x tr e m e ly  v a lu a b le . I k n o w  th a t y o u  p e r s o n a lly  h a v e  b e n e fit te d  
fr o m  th e  P C C ’s s e r v ic e s  in  th e  p a s t .

' ( V l r

Baroness Buscom be
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5. N E W S  O E  T H E  W O R L D  &  P H O N E  H A C K I N G  A L L E G A T I O N S

guardian.co,iik j TheOfeserver

T h e  r e a d e r s '  e d i t o r  o n . . .  t h e  O b s e r v e r  

a n d  t h e  p r i v a t e  i n v e s t i g a t o r

Jou rna lis ts  from  the p a p e r have  n e ve r indu lged  in phone -hack ing  

bu t have used an ou ts ide  agency  to es tab lish  stories in the  public 

in te res t

Stephen Pritchard 
The Observer, Sunday 13 February 2011

Scotland Yard put new heat under the N e w s  o f  t h e  W o r l d  hacking scandal last week 
when it announced that a new line of inquiry had suggested that messages left on the 
mobile phones of several high-profile figures, including the former deputy prime 
minister John Prescott, may have been intercepted by the paper. Lord Prescott 
predicted that the scandal would not be confined to one Sunday tabloid. "I think it is 
going to go a long way," he said. "I think it will go to a lot of newspapers who have been 
hacking people for a long time."

So it would be reasonable for O b s e r v e r  readers to ask if their newspaper has been 
involved in illegal interception, particularly after Louise Bagshawe MP told radio 
listeners recently that Sl<y News had reported that there may be evidence that the 
O b s e r v e r ,  among other newspapers, was involved in phone hacking.

That's a serious allegation to level at a newspaper that has joined its sister, the 
G u a r d ia n ,  in the pursuit of this story from the start. In reply to Ms Bagshawe, the 
O b s e r v e r  went on the record to say: "To our knowledge, there has never been any 
suggestion, let alone evidence, that the O b s e r v e r  has undertaken, commissioned or in 
any way been involved in this activity."

So how did this allegation arise? It would seem that the phone-hacking issue has 
become confused wth a report published in 2006 by the Information Commissioner 
that found several newspapers, including the O b s e r v e r , had used the services of a 
private investigator. The report, "What Price Privacy Now?", did not deal with phone­
hacking -  which is a criminal offence with no public interest defence -  but with 
.otential offences under the Data Protection Act, to which there is a public interest 

defence. And no offence is committed if the information is necessary for the prevention 
or detection of crime.

The report sprang out of Operation Motorman, an investigation launched by the 
Information Commissioner's Office in 2003, in which the records of a number of 
investigators were seized, including those of JJ Services, run by Steve Whittamore. He 
worked with associates able to supply him with data from telephone accounts and DVLA 
records. Alongside the media, his clients included insurance companies, lenders and 
creditors, local authorities and parties involved in divorce cases.

Using his logs, which covered the years 1999 to 2003, the ICO devised a ranking of 
usage by the press, placing the O b s e r v e r  ninth in a league of 32 newspapers and 
magazines and identifying some 400 journalists from those titles. The documents show

h ttp : / /w w w .g u a r d ia n .c o .u k /th e o b s e r v e r /2 0 1 1 / f e b / l  3 /o b s e r v e r -p h o n e -h a c k in g -p r iv a te - in v e .. . 1 4 /0 2 /2 0 1 1
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Data Protection Act, Journalism  and the PCC Code

Data Protection Act, Journalism and the PCC Code

This note has been pu t toge the r w ith  the  help o f the 
In fo rm a tion  Com m issioner to  draw the  a tten tion  of 
jou rna lis ts  and edito rs to those provisions o f the  Data 
Protection Act 1998 (DPA) th a t may im pact on them  as 
they  ca rry  ou t th e ir  professional duties. The DPA carries 
w ith in  it  a jo u rna lis tic  exem ption and im p lic it reference to 
media codes including the PCC Code o f Practice. As such, 
the Commission is from  tim e to  tim e  asked questions about 
how it is applied. Therefore, the  Commission has drawn 
toge the r some o f the  questions it is m ost frequen tly  asked. 
This note is by w ay o f s tra igh tfo rw ard  general guidance 
only and should not be relied on as legal advice. I f  you are 
concerned about how the Act w ill im pact on a specific case 
you should seek advice from  a specialist lawyer.

What is the DPA designed to do?

The DPA requires those who use in fo rm ation  about 
ind iv iduals fo r a business purpose to observe rules o f good 
practice when handling in form ation  to ensure th a t such 
in form ation  is used appropria te ly , and is accurate, relevant, 
and up to  date. I t  also grants rights to  the  individual 'data  
sub jec t' to ask fo r  in form ation  from  the  'da ta  contro lle r' 
about such 'personal data ', where it came from  (sub ject to 
some pro tection  o f individual sources), to whom  it  has been 
passed and, in som e cases, to  require th a t there  be no 
fu rth e r processing o f re levant data.

There are various exem ptions.

What do 'data processing', 'personal data' and 'data 
controller' mean?

Very broad ly, 'persona l da ta ' is in fo rm ation  re lating to  an 
identifiab le , living hum an being ( th e 'd a ta  sub jec t') which is 
held e lectron ica lly  and capable o f being processed by 
com puter, o r held in equivalent non-com puterised filing 
system s.

Processing personal data includes obta in ing , recording, 
holding the  in fo rm ation  or data, or carry ing  out operations 
on it such as consu lting , adapting, o rganiz ing, re trieving, 
disclosing (which includes publish ing), erasing and 
destroying it.

'Data co n tro lle r' is a person who 'de te rm ines the purposes 
fo r w hich, and the  m anner in which, any personal data are 
to  be processed'.

416
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Full definitions are contained in the DPA which can be found 
here. Relevant case law is developing on their legal 
meaning as the courts consider cases brought under the 
Act.

Isn 't there a journalistic exemption?

The government recognised that the imposition of these 
rules without exemptions for journalistic, literary and 
artistic purposes ('the special purposes') would be 
damaging to freedom of expression. I t  acknowledged that 
journalists and the media must be allowed to process data 
about individuals without having their activities, including 
newsgathering, investigations and publication, scotched by 
the Act's requirements. The DPA therefore contains an 
exemption for personal data that is processed for the 
special purposes. This exempts newspapers and magazines 
from compliance in relation to some aspects of the 
processing of personal data when it is undertaken with a 
view to publication where this would prejudice journalism.

There are also other safeguards for the media that allow 
the courts to stay legal action and protect against arbitrary 
use of investigation and enforcement powers.

Part of the journalistic exemption relates to the public 
interest. What counts as the public interest?

The Act does not define what the public interest means in 
any context.

However, in the case of the journalistic exemption under 
section 32, it does say that in considering whether a data 
controller's belief was reasonable that publication was or 
would be in the public interest, regard may be had by the 
court to his compliance with any relevant Code of Practice, 
designated by order of the Secretary of State. The 
broadcasters' codes and the PCC Code have been 
designated. In the case of newspaper and magazine 
journalism, this therefore clearly means the PCC Code of 
Practice.

The Code of Practice makes clear that the public interest 
may be invoked to justify breaching 9 of the 16 clauses of 
the Code, principally relating to an individual's privacy. It  
says that the public interest includes detecting or exposing 
crime or serious misdemeanour, protecting public health 
and safety, and preventing the public from being misled by 
some statement or action of an individual or organisation. 
I t  also states that there is a public interest in freedom of 
expression itself, and that the Commission will have regard 
to the extent to which material has, or is about to, become 
available to the public.

The Commission has made clear on a number of occasions 
-  not least through its case law that has been built up since 
1991 -  th a t  th e  exam p les  of th e  pub lic  in te re s t con ta ined  
within the Code do not constitute an exhaustive list. The 
Commission's adjudications, which can be found at
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w w w .p c c .o rg .u k , a m p lify  th e  C ode a n d  s h o u ld  be read  in 
c o n ju n c t io n  w ith  it .

Are there any other rules on obtaining personal 
information?

T he  DPA a lso  re g u la te s  th e  la w fu l d is c lo s u re  o f  in fo rm a t io n . 
T h is  n o te  does  n o t dea l w ith  h o w  th a t  m ig h t be re le v a n t to  
d is c lo s u re  to  th e  m e d ia , o r  h o w  jo u rn a lis ts  m ig h t use  DPA 
in fo rm a tio n  r ig h ts , o r  th e  DPA's in te r - re la t io n  w ith  th e  
F re e d o m  o f  In fo rm a t io n  A c t 2 0 0 0 , fo r  w h ic h  th e  
In fo rm a t io n  C o m m is s io n e r a lso  h a s  re s p o n s ib ility .

H o w e v e r, i t  is im p o r ta n t  fo r  jo u rn a lis ts  to  u n d e rs ta n d  th a t  
in  a d d it io n  to  th e  A c t 's  re q u ire m e n ts  a b o u t th e  w a y  th a t  
p e rs o n a l d a ta  can  be used , th e  r ig h ts  o f  d a ta  s u b je c ts  and  
th e  e x e m p tio n s  to  th e m , i t  c o n ta in s  s o m e  o th e r  c o n tro ls  
a nd  p ro h ib it io n s  on  th e  w a y  th a t  in fo rm a t io n  can  be 
o b ta in e d  and  d isc lo se d .

T h e re  is a s p e c if ic  c r im in a l o ffe n c e  o f u n la w fu l o b ta in in g  o f 
p e rs o n a l d a ta . A  p e rso n  m u s t n o t k n o w in g ly  o r  re c k le s s ly , 
w ith o u t  th e  c o n s e n t o f  th e  d a ta  c o n tro lle r ,  o b ta in  o r  
d is c lo se  p e rso n a l d a ta  o r  th e  in fo rm a tio n  th a t  i t  c o n ta in s , o r  
p ro c u re  th e  d is c lo s u re  to  a n o th e r  p e rso n  o f  th e  in fo rm a tio n  
c o n ta in e d  in  p e rs o n a l d a ta .

B o th  in d iv id u a ls  a nd  c o m p a n ie s  can be  p ro s e c u te d  a t  th e  
in s t ig a t io n  o f  th e  In fo rm a t io n  C o m m is s io n e r o r  th e  D ire c to r  
o f  P u b lic  P ro s e c u tio n s . I t  is a lso  an  o ffe n c e  to  se ll o r  o f fe r  
to  se ll in fo rm a t io n  th a t.h a s  been  o b ta in e d  w ith o u t  c o n s e n t.

H o w e v e r, th e re  a re  a n u m b e r o f  e x e m p tio n s  -  w h ic h  a re  
g e n e ra lly  a p p lic a b le  an d  n o t ju s t  fo r  jo u rn a lis ts  -  fro m  
lia b il i ty  fo r  th e  o ffe n c e s . A m o n g  o th e r  th in g s , i t  m a y  be a 
d e fe n c e  to  a rg u e  th a t  th e  o b ta in in g , d is c lo s in g  o r  p ro c u r in g  
o f  th e  d a ta  o r  in fo rm a t io n ;

•  w as  n e c e s s a ry  fo r  th e  p u rp o se  o f  p re v e n tin g  o r  d e te c tin g  
c r im e ;
•  w a s  ju s t i f ie d  as be in g  in th e  p u b lic  in te re s t  (see  n o te  on 
th e  p u b lic  in te re s t ,  a b o v e ). A  c o u r t  w o u ld  h a ve  to  dec ide  
w h e th e r ,  in  th e  c irc u m s ta n c e s , o b ta in in g  th e  in fo rm a tio n  
w ith o u t  th e  a g re e m e n t o f  th e  o rg a n is a tio n  o r  in d iv id u a l 
c o n c e rn e d  ( th e  d a ta  c o n tro lle r )  w a s  o f  s u ff ic ie n t im p o rta n c e  
to  o v e r r id e  th e  p ro te c t io n  a ffo rd e d  by  th e  A c t.

M o re o v e r:

•  in ra re  cases , th e re  m a y  be an  e x e m p tio n  w h e re  th e  
p e rs o n a l d a ta  in  q u e s tio n  fa ll w ith in  th e  A c t's  n a tio n a l 
s e c u r ity  e x e m p tio n ;
•  a nd  a ls o  w h e re  th e  d a ta  fa ll w ith in  th e  'm a n u a l d a ta  he ld  
b y  p u b lic  a u th o r it ie s ' e x e m p tio n  w h ic h  is d ue  to  c o m e  in to  
fo rc e  o n  3 0  N o v e m b e r 2 0 0 5 .

H o w e v e r, i t  w o u ld  be a d v is a b le  to  se e k  lega l a d v ic e  b e fo re  
assum ing  w h e th e r  any  o f these  defences w ill a p p ly . There 
a re  o th e r  e x e m p tio n s  th a t  m a y  n o t be as  l ik e ly  to  a p p ly  to  
jo u rn a l is ts .  M ore  in fo rm a tio n  can  be fo u n d  on  th e  w e b s ite
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below.

How can I  find out more about the Data Protection 
Act?

A copy o f the  Act can be found here . For m ore in form ation 
about how the Act has been im plem ented, you can v is it the 
website o f the  In fo rm a tion  Com m issioner at 
w w w .in fo rm ationcom m iss ioner.aov.uk or telephone the 
office o f the Com m issioner on 01625 545 700. The website 
also gives in fo rm ation  about the  Freedom o f In fo rm ation  
Act 2000 and its im p lem enta tion.

<< Go Back
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